The Al
maintenance
engineer for your
codebase.

Built on IBM Bob 2.0 with watsonx.ai, Ordo scans a
repository, ranks what matters most, and hands the
team fix plans, test strategies and pull request
summaries.
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THE PROBLEM

Technical debt grows quietly, until it
doesn't.

01 - Invisible 02 - Noisy 03 - Not actionable

Nobody sees it pile up Reports without Flagged lines, no fix

Debt accumulates in code no one is prIOFItIeS path

looking at. It surfaces as outages, Scanners and linters produce long Engineers get findings they cannot

slow delivery or security incidents, lists ranked by rule severity, with no act on: no explanation, no plan, no

when fixing it costs the most. sense of business risk or what to do tests, no pull request. So the list gets
first. ignored.
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HOW IT GOES TODAY

Findings go in. Very little comes out.

STEP 1 STEP 3
STEP 2
A scanner : : ltems sink to the
—  Someone triages it -
produces a long bottom of the
by hand
report backlog

The gap is not detection. It is prioritization, explanation and a fix
path an engineer can pick up and ship.

.—_, ORDO

_>

SRIRE

The worst one
ships to
production
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THE SOLUTION

Ordo, built on IBM Bob 2.0: from
discovery to execution, in one pass.

01 02

Analyze Prioritize

Bob reads the repository from watsonx.ai scores every
GitHub and runs five debt finding for urgency, business
detectors. No cloning, no setup. impact and fix effort, with a

plain-English reason.

03

Roadmap

watsonx.ai sequences the
ranked list into a three-phase
plan the team can schedule.

04

Remediate

watsonx.ai writes the fix plan,
the test strategy and a pull
request summary. Ordo
delivers them ready to
implement.
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WHAT BOB FINDS

Five categories of debt
that quietly raise costs.

Hardcoded secrets
Complex functions
Thin test coverage
Outdated dependencies

Undocumented APIs

keys, tokens, passwords

length, nesting depth

untested source files

loose or stale versions

exports without docs

TECHNICAL DEBT

=, \

Low

Dead code and duplication,
found and ranked.

Three duplicated date-formatting helpers can collapse into
one shared module.

src/utils -

src/ui - src/reports

TAP A CARD

- SAMPLE SCAN

h

05



HOW ORDO PRIORITIZES

Every finding is ranked by risk, not by

rule.

Urgency - 1-10 Business impact - 1-10

How soon it needs fixing What it costs if ignored
Security and reliability risks rise to the Weighs the damage to users, delivery
top. and trust.

IBM Bob 2.0 detects each issue. IBM Granite on watsonx.ai then
scores it and writes a one-line explanation. If the model is
unavailable, Ordo falls back to rule-based scores, so a scan

never fails.

.=> ORDO

Fix effort - 1-10

What it takes to fix

Surfaces the quick wins next to the
big jobs.
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REAL SCAN - EXPRESSJS/EXPRESS

Bob scanned one of the most-used
Node.js frameworks in minutes.

/4

FILES ANALYZED OF 214

TOP FINDING

HARDCODED SECRET

COMPLEX FUNCTION

THIN TEST COVERAGE

?’ ORDO

16

FINDINGS RANKED

WHERE

examples/session/redis.js
test/Router.js

index.js

15

HIGH URGENCY

3

PHASE ROADMAP

URGENCY

9 / 10

8 / 10

8 / 10

SCAN RUN SEP 2026 -

AI-ENRICHED -
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THE PRODUCT

A ranked dashboard, not a wall of

warnings.

_=' ORDO

16 1> 1 0

TOTAL HIGH MEDIUM Low

ISSUES - RANKED BY URGENCY

O #1 - HARDCODED SECRETS @
examples/session/redis.js:23

Hardcoded credentials expose the application to
credential theft risk if the codebase leaks or is
compromised.

Urgency 9/10 Impact 9/10 Effort 2/10 + Al

S #2 - COMPLEX FUNCTIONS

test/Router.js:10-636

The overly complex 'with' function will be difficult to
understand and modify, increasing the risk of
introducing bugs when making future changes.

Urgency 8/10 Impact 7/10 Effort 7/10 + Al

§ #3 - THIN TEST COVERAGE

index.js

Lack of test coverage for critical files like index.js
introduces risk of bugs and regressions that could
affect application functionality and user experience.

Urgency 8/10 Impact 7/10 Effort 5/10 + Al

O #4 - HARDCODED SECRETS

expressjs/express - JavaScript ( + Al-enriched )
< New analysis

Powered by watsonx.ai - ibm/granite-4-h-small

Overview Roadmap

DEBT BY CATEGORY REPOSITORY STATS

Hardcoded Secrets - Source files 50
Complex Functions _ Test files 20

Thin Test Coverage . Coverage ratio 40%
Outdated i
Dependencies - Files analyzed 74
Language JavaScript
Stars 69,484
TOp ISSues RANKED BY URGENCY
91 HARDCODED SECRETS @

examples/session/redis.js

Hardcoded credentials expose the application to credential theft risk if the codebase leaks or is compromised.

92 COMPLEX FUNCTIONS

test/Router.js

The overly complex 'with' function will be difficult to understand and modify, increasing the risk of introducing bugs when
making future changes.
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THE ROADMAP

A maintenance plan
the team can
schedule.

Ordo sequences the findings into three phases,
from fix-now security and reliability issues to
longer-term code quality, with the reasoning
written out for each phase.

& New analysis

expressjs/express - JavaScript
‘Er’ ORDO

Powered by watsonx.ai - ibm/granite-4-h-small

16 15 1 0

TOTAL HIGH MEDIUM LoOwW

Overview Roadmap

ISSUES - RANKED BY URGENCY
AI ASSESSMENT

The debt landscape is dominated by critical security risks and code quality issues that threaten system stability, which should be

#1 - HARDCODED SECRETS
v @ addressed aggressively in Phase 1. Phase 2 will improve core functionality and maintainability, while Phase 3 focuses on sustainable

PSR (o ISR debt management to keep the codebase healthy long-term.

Hardcoded credentials expose the application to
credential theft risk if the codebase leaks or is
compromised.

Urgency 9/10 Impact 9/16 Effort 2/16 + A

@ Critical Debt Remediation

Address high urgency and impact issues with low effort first to reduce security risks and stabilize
S #2 - COMPLEX FUNCTIONS

test/Router.js:10-636

core functionality

The overly complex 'with' function will be difficult to @ HARDCODED SECRETS
understand and modify, increasing the risk of examples/session/redis.js

introducing bugs when making future changes. Hardcoded credentials expose the application to credential theft risk if the codebase leaks or is compromised.

Urgency 8/10 Impact 7/10 Effort 7/10 +A

HARDCODED SECRETS

examples/auth/index.js
0 #3 - THIN TEST COVERAGE

index.js

Hardcoded password exposes the system to the risk of secret leakage if the source code repository is compromised.

Lack of test coverage for critical files like index.js EICIIED SEERETS

introduces risk of bugs and regressions that could
affect application functionality and user experience.

examples/session/index.js
Hardcoded secret exposes application to potential credential theft or unauthorized access if the code is exposed.

Urgency 8/16 Impact 7/10 Effort 5/10 ( + A

COMPLEX FUNCTIONS
lib/application.js

The overly lona function makes code harder to understand, increasing the risk of bugs and slowing future development.

O #4 - HARDCODED SECRETS
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DELIVERABLES

Not just a report. A plan
you can ship.

Remediation plan step by step, with code hints
Test strategy what to verify and how

Pull request summary copy straight into GitHub

i—j ORDO

&

ISSUE #1 - HARDCODED SECRETS

examples/session/redis.js:23

Hardcoded credentials expose the applicati

theft risk if the codebase leaks or is compre

Urgency 9/10 Impact 9/18 Effort 2/10 + Al-scc

4+ Why is this ranked here?

REMEDIATION PLAN

Remove hardcoded secret from Redis cor
redis.js to improve security.

01

02

03

04

05

06

Identify the hardcoded secret value at line 23 in

Generate a secure secret using an environment

management service.

Replace the hardcoded secret in the configuratic
secret reference.

Update the application to read the secret from tt

or secret management service.

Remove the hardcoded secret from the code rej.

Commit the changes and push to the relevant br

Code hints: Use environment variables: process.
Consider using a secret management service like

Manager or Vault - Ensure proper permission con

GENERATED FROM THE..BEAh.&ERRESS, SLAN, o

small

¢ ISSUE #1 - HARDCODED SECRETS

fix: Remove hardcoded secret from Redis configuration

SUMMARY

This pull request addresses a potential security vulnerability by
removing a hardcoded secret found in the Redis configuration file. By
replacing the sensitive value with a secure secret referenced from an
environment variable or secret management service, we enhance the
application's security posture and align with best practices for handling
sensitive data.

CHANGES
[x] Identify hardcoded secret at line 23 in
examples/session/redis.js

[x] Generate a secure secret using environment variable or secret
management service

[x] Replace hardcoded secret with secure secret reference in
configuration

[x] Update application to retrieve secret from environment variable or
secret management service

[x] Remove hardcoded secret from code repository

[x] Ensure application functions correctly with new secret retrieval
method

TESTING

Verify that the application operates as expected with the updated
configuration using secure secrets. Confirm that no secrets are
inadvertently included in the codebase and that all secret retrieval
mechanisms are properly implemented.

. . . ] -
Generated by Ordo Al Maintenance Engineer | Powered by watsonx.al

(ibm/granite-3-8b-instruct)
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FREE SCAN

Scan a repository.

Paste a public GitHub repository. Ordo ranks what it finds and

THE EXPERIENCE prepares the first work order,

REPOSITORY URL

I a Ste a U I tL [ ) WatC h BO b https://gj_thub_Cgm/exppessjs/exppess
Work. Reading repository and ranking findings.. this can take a

minute.

Bob, the face of IBM Bob 2.0 inside Ordo, streams the scan bob > check range 43.2.12 behind
. . . bob > match /(api[_-]?key|secret|token|passw(or)?d)/i - clean
as it runs, then hands the team a dashboard. Every finding bob > check range A7.19.7 vs latest behind
. bob > exported symbol #108 docs - missing
leaves as a work order, stamped ready for review. bob > check range 2.12.12 vs latest behind
bob > bob makes a note on his clipboard

bob exported symbol #179 docs missing i

Start Scan - Close

‘_—_’ ORDO



UNDER THE HOOD

Bob scans and detects. watsonx.al

reasons. Ordo delivers.

ENGINE INGEST DETECT

IBM Bob 2.0 analyze-repo S detectors
Ordo runs as a custom Bob pulls the file tree Bob checks each debt
Bob mode with three and key files from category against the
skills. Cll= e code.

you > Analyze https://github.com/expressjs/express
you > Explain issue #3

you > Generate fix for issue #2

REASON

watsonx.ai

IBM Granite scores,
explains, plans and
writes the fixes.

DELIVER

Ordo

Dashboard on the web,
chat inside IBM Bob.

BUILT ON IBM BOB 2.0 -
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WHY ORDO

From a list of problems to a plan of

action.

ENGINE
OUTPUT
PRIORITY
EXPLANATION
FIX PATH

INTERFACE

?’ ORDO

TYPICAL STATIC-ANALYSIS REPORT

Static rule set

A long list of findings

Rule severity

Rule identifier

Left to the engineer

Report file

ORDO

IBM Bob 2.0 detection, watsonx.ai reasoning

A ranked list and a roadmap

Urgency, business impact and effort

Plain-English reasoning from watsonx.ai

Fix plan, test strategy, PR summary

Web dashboard and IBM Bob 2.0 chat
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=) oRrRDO

Transform software
chaos Into order.

Cut maintenance costs, raise code quality, and stop small issues
from becoming production problems.

TRY IT ordowlthbob.vercel.app

NEXT

Automatic pull requests - Cl integration - multi-repo view - debt trends over time - IDE
plugin

ORDO - AI MAINTENANCE ENGINEER - BUILT ON IBM BOB 2.0
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